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Amfetidments To aaims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing; of Ciaims: 

L (currently amended) A decryption device comprising: 

an internal-key storage section operabl e adapted t o store an internal-key; 

a content-key storage section oporablo adapted t o store content-keys; 

a determination section op e rabl e- adapted t o determine whether or not a value of the 
content-key storage section in its initial state and a current value of the content-key storage 
section are different; and 

an operation section, the operation section including: 

a first decrypting section operabl e adapted to, when an encrypted content-key is input to 
the operation section^ decrypt the encrypted content-key using the internal-key so as to obtain a 
content-key and store the content-key in the content-key storage section and 

a second decrypting section operabl e adapted t o, when an encrypted content is input to 
the operation section and the .determination section determines that ttie value of the content-key 
storage section in its initial state and the current value of the content-key storage section are 
different, decrypt the encrypted content using the current value of the content-key storage 
section as the content-key so as to obtain a first output data and output the first output data to 
outside of the decryption device?^ 

wherein the content key storage section is in an initial state immediately after at least one 
of a power-on of the decrvntion device and the decryption device is reset . 

2. (currently amended) A decryption dovioo aooording to olaim. 1, fiirther oomprising An 
encryption device, comorisinE: 

a content-key storage ■section adapted to store content-keys: 

a content-key generation section operable adapted to generate a content-key used for 
encrypting a content based on random numbers and store the generated content-key in the 
content-key storage section ;, wherein th e op e ration sootion furtfaor inolud e a; 

a determination sectioin adapted to detmnine whether a value of the content-key storage 
section in an initial state and a current value of the content-key stora^ section are different and 

an operation section, the operation section including : 
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a first encrypting, sdction oporablo adapted t o encrypt the content-key used for 
encrypting a content so as to obtain an encrypted content-key and output the encrypted content- 
key to outside of the decryption device and 

a second encrypting section operabl e adapted to, when a content is input to the operation 
section and the determination section determines that the value of the content-key storage 
section in its initial state and ithe current value of the content-key storage section are different, 
encrypt the content using the current value of the content-key storage section as a content-key so 
as to obtain a second output data and output the second output data to outside of the decryption 
devicer^ 

whe^-ein the content kejy storage section is in an initial state immediately after at least one 
of a nower-on of the encryption device and the encryption device is reset. 

3. (currently amendedi) A decryption device according to claim 1, fiirther comprising a 
mutual authentication section operabl e adapted t o determine whether or not a mutual 
authentication has been made between the mutual authentication section and a storage device 
which is located outside the dlecryption device, and store the aicrypted content-key being stored 
in the storage device; 

wherein the second decrypting section is opomblo adapted t o decrypt the encrypted 
content when the mutual authentication section determines that the mutual authentication has 
been made. 

4. (currently amended) A decryption device according to claim 1, wherein; 

the intemal-key storage section is op e rabl e adapted t o store a plxirality of internal-keys; 

and 

the intemal-key storajgc section is operable adapted to select one of the plurality of 
internal-keys as the intemal-key based on interaal-key selection information input from outside 
the decryption device to the decryption device. 

5. (currently amended) A decryption device according to claim 1, wherein: 

the second decrypting section is further op e rabl e adapted t o prevent decryption of the 
encrypted content when the determination section determines that the value of the content-key 

1856352.1 ' 3 

PA(£4l9<IKVDAT7m68:32:23PMIEastemDayD§htTime]'SVR:U^^^^ 



JUL. 0G 2006 17:33 FR 5NELL UILME 12738300 P 

Serial No. : 09/829,763 
Docket No.: 29288.0400 

Storage section in its initial state and the current value of the content-key storage section are the 
same. 

6, (currently amended) A method for decrypting encrypted content in a decryption 
device including an intemal-key storage section and a content-key storage section, the method 
comprising: 

storing an internal-key in the intemal-kcy storage section; 
storing content-keys in-the content-key storage section; 

dctemining whether or not a value of the content-key storage section in its initial state 
and a current value of the content-key storage section are different; and 

decrypting an encrypted conient-key provided to the decryption device by using the 
interaal-key so as to obtain a content-key and storing the content-key in the content-key storage 
section; and 

when it is detennined that the value of the content-key storage section in its initial state 
and the current value of the content-key storage section are different, decrypting the encrypted 
content using the current value of the content-key storage section as the content-key so a$ to 
obtain a first output data and outputting the first output data to outside of the decryption device^^ 

wherein the content key storage section is in an initial state immediately after at least one 
of a power-on of the decryption device and the decryption device is reset. 

1. (currently amended) A method according to oloim 6, furthor oomptioing: for encrypting content 
in an encryption device including a content-key storage section, the meSiod comprising: 

generating a content-key used for encrypting a content based on random numbers and 
storing the generated content-key in the content-key storage section; 

encrypting the content-key used for encrypting the content so as to obtain an encrypted 
content-key and outputting the encrypted content-key to outside of the decryption device; 

determining whether a value oF the contcnt-kev storase section in an initial state and a 
current value of the content-key storage section are different and 

when it is detennined that the value of the content-key storage section in its initial state 
and the current value of the -content-key storage section are different, encrypting the content 
using the current value of the content-key storage section as a cont^t-key so as to obtain a 
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second output data and output |he second output data to outside of the decryption devic©:^ 

wherein the content key storage scctioa is in an initial state immediately after at least one 
of a power-on of the encryption device and the encryption device is reset. 

8, (previously prcsenteii) A method according to claim 6, further comprising; 
sttoring a plurality of intemal-keys in the internal-key storage section; and 

selecting one of the pliurality of intemal-keys as the intemal-k^y based on internal-key 
selection information input firoim outside the decryption device to the decryption device. 

9. (previously presented) A method according to claim 6, further comprising: 
preventing decryption jof the encrypted content when it is detennined that the value of 

the content-key storage section in its initial state and the current value of the content-key storage 
section are the same. 



5 



I 



PA(X6l9'RCVDATn68:32:23PM[EastemDayfiglitriine]'8VR:liSPTO{FM 



